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Case Overview

Throughout the modern era, there has been an ongoing struggle between tax-
paying, law-abiding citizens, and those who seek to steal from them. In the 1950s and 60s
this was done through the use of check forgeries. In the 1980s, theft and fraud began to
move to electronic means with credit cards. In the late 1990's, theft transitioned to the
internet with America Online and various other Internet Service Providers (ISP). In the
current decade with the exponential increase of online shopping, the theft and fraud has
moved into the arena of electronic hacking. Whereas previous methods of fraud targeted
people individually, hackers are now able to defraud thousands if not millions of people in a
single attack.

In the fall of 2015, Ele Woods and Micah Ross were juniors at West Waiakea
University (WWU). Both were computer engineering majors. During the course of the
semester, Ele Woods was working with Professor Hayden Litt in an effort to evaluate the
security risks of Lilikoi's, a Hawaii based retailer.

During the research conducted by Professor Hayden Litt, the online shopping site of
Lilikoi's was hacked in excess of the contract terms. During the hack, customer information
including credit card numbers and expiration dates were exposed. Following this data
exposure, 35 Hawaii residents became victims of fraud, and more than
$10,000 in fraudulent purchases were made. Through the Director of Operations of Lilikoi's,
the State Law Enforcement Division (SLED) Computer Crimes Division was able to trace
back the source of the hack to a MAC address of a computer on the WWU campus.

Following a search and seizure warrant executed by SLED at the on campus
apartment of Ele Woods and Micah Ross, Ele Woods was charged with financial
transaction card fraud, financial transaction card or number theft, and computer crime.
Micah Ross worked with SLED and alleged that everything seized within the apartment
was the property of Ele Woods. Ele Woods admitted to causing the breach, but claimed to
charge only $10 on each of the five contracted credit cards. Further, Ele Woods reported
the website breach to Professor Litt as part of the contract with WWU and Lilikoi's.

*kkkkkkkkkkkkkk

The introduction is background material for informational purposes only.
It is not to be considered part of the case materials.

kkkkkkkkkkkkkkk
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WITNESSES DOCKET NO. 2015-GS-47-0926

Casey Specter The State of
Hawaii County of
Kaimana
ARREST WARRANT NUMBER
DIRECT INDICTMENT
ACTION OF GRAND JURY
TRUE BILL THE STATE OF HAWAII
VS.
Brywn Forsgth
Foreperson of Grand Jury
ELE WOODS

Date: Npovenmihey 4. 2015

VERDICT

INDICTMENT FOR

H.R.S.: § 16-14-60

B@ Wi Forsgtln

Foreperson of Grand Jury
Date: November 4, 2015
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STATE OF HAWAII INDICTMENT

— N

COUNTY OF Kaimana

At a Court of General Sessions, convened on November 4, 2015, the Grand
Jurors of Kaimana County present upon their oath:

FINANCIAL TRANSACTION CARD FRAUD HAWAII REVISED STATUTES. §
16-14-60

That Ele Woods did, in Kaimana County, on or about September 2015, commit the crime
of Financial Transaction Card Fraud in that the Defendant, Ele Woods, did willfully,
knowingly, maliciously, and without authorization or for an unauthorized purpose
accessed Lilikoi's credit card data for the purpose of obtaining property greater than
$10,000, contrary to the laws of the State of Hawaii, in the West Waiakea University, at
Apartment 230 South Quad, Kaimana County, Hawaii.

Against the peace and dignity of the State, and contrary to the statute in such case
made and provided.

David W. Miller
DAVID W. MILLER, SOLICITOR
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WITNESSES DOCKET NO. 2015-GS-47-0927

Casey Specter The State of
Hawaii County of
Kaimana
ARREST WARRANT NUMBER
DIRECT INDICTMENT
ACTION OF GRAND JURY
TRUE BILL THE STATE OF HAWAII
VS.
Brywn Forsgth
Foreperson of Grand Jury
ELE WOODS

Date: Npovenmihbey 4. 2015

VERDICT

INDICTMENT FOR

H.R.S.: § 16-14-20

B@ Wi Forsgtln

Foreperson of Grand Jury
Date: November 4, 2015
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STATE OF HAWAII INDICTMENT

— N

COUNTY OF Kaimana

At a Court of General Sessions, convened on November 4, 2015, the Grand
Jurors of Kaimana County present upon their oath:

FINANCIAL TRANSACTION CARD OR NUMBER THEFT HAWAII REVISED
STATUTES. § 16-14-20

That Ele Woods did, in Kaimana County, on or about September 2015, commit the crime of
Financial Transaction Card or Number Theft in that the Defendant, Ele Woods, unlawfully
obtained the financial transaction card or number of at least 35 Hawaii individuals, to wit,
credit card numbers, without authorization or permission, contrary to the laws of the State
of Hawaii, in the West Waiakea University, at Apartment 230 South Quad, Kaimana
County, Hawaii.

Against the peace and dignity of the State, and contrary to the statute in such case
made and provided.

David W. Miller
DAVID W. MILLER, SOLICITOR
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WITNESSES DOCKET NO. 2015-GS-47-0928

Casey Specter The State of
Hawaii County of
Kaimana
ARREST WARRANT NUMBER
DIRECT INDICTMENT
ACTION OF GRAND JURY
TRUE BILL THE STATE OF HAWAII
VS.
Brymwn Forsgth
Foreperson of Grand Jury
ELE WOODS

Date: Npovenmihey 4. 2015

VERDICT

INDICTMENT FOR

H.R.S.: § 16-16-20

B@ Wi Forsgtln

Foreperson of Grand Jury
Date: November 4, 2015
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STATE OF HAWAII INDICTMENT

— N

COUNTY OF Kaimana

At a Court of General Sessions, convened on November 4, 2015, the Grand
Jurors of Kaimana County present upon their oath:

COMPUTER CRIME HAWAII REVISED STATUTES. 8 16-16-20

That Ele Woods did, in Kaimana County, on or about September 2015, willfully,
knowingly, maliciously, and without authorization, accessed the computer system of
Lilikoi's for the purpose of obtaining money or property with the intent to defraud, and that
the loss to Lilikoi's exceeded $10,000, contrary to the laws of the State of Hawaii, in the
West Waiakea University, at Apartment 230 South Quad, Kaimana County, Hawaii.

Against the peace and dignity of the State, and contrary to the statute in such case
made and provided.

David W. Miller
DAVID W. MILLER, SOLICITOR
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DEMAND FOR JURY TRIAL

) SEVENTH JUDICIAL CIRCUIT
)
STATE OF HAWAII, ) COURT OF GENERAL SESSIONS
)
Prosecution, )
VS. )  2015-GS-47-0926
)  2015-GS-47-0927
ELE WOODS, )  2015-GS-47-0928
)
Defendant. )
)
)
)
—)

The State of Hawaii filed three Indictments against Defendant Ele Woods. The Indictments
were true billed by the Grand Jury on November 4, 2015. Defendant pled not guilty to all
charges.

I, the undersigned, do hereby demand a jury trial in the above matter.

Dated: Novewmber 4, 2015

Signed: Ele Woods
Ele Woods, Defendant

January 2017



SEVENTH JUDICIAL CIRCUIT

STATE OF HAWAII, COURT OF GENERAL SESSIONS

Prosecution,
VS. 2015-GS-47-0926
2015-GS-47-0927
ELE WOODS, 2015-GS-47-0928
Defendant.

|_/vvvvvvvvvvvvv

Pre-Trial Order

On this the 7" day of January 2016, the above-captioned matter came before the
undersigned judge for pretrial conference. The parties, appearing through their counsel,
indicated their agreement to, and approval of, the terms of this Order, and requested that it
be made the Order of this Court. The terms of this order, accordingly, shall not be altered,
except upon a showing of good cause.

I. Statement of Case

The State of Hawaii charged the Defendant, Ele Woods, with Financial Transaction
Card Fraud, Financial Transaction Card Fraud or Number Theft, and Computer Crime, to
wit; Ele Woods did unlawfully gain access to the secure financial servers of Lilikoi's, further
unlawfully removed 4,000 credit card numbers with expiration dates, and later used 35 of
those credit cards to unlawfully purchase various items from Lilikoi's in excess of
$10,000, contrary to the laws of the State of Hawaii, and the good order, peace and dignity
thereof. Upon arraignment, Ele Woods pled not guilty to all charges.

Il. Stipulations of the Parties
The parties have entered into the following stipulations, which shall not be
contradicted or challenged:

1. All exhibits included in the case materials are authentic and are accurate copies of
the originals. No objections to the authenticity of the exhibits will be entertained. The
only exhibits to be used at trial are those included in the case materials provided.

2. No witness may be examined or cross-examined as to the contents of anything not
included in the case materials. This includes, but is not limited to, information found
on the internet, social media, books, magazines, or other publications.

3. The chain of custody for evidence is not in dispute.

4. Though evidence of a crime, the records of credit card numbers and expiration dates

from the security breach are considered confidential victim information and are not
open for inspection in court records.

-10 -
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10.

11.

12.

13.

14.

15.

16.

17.

The signatures on the witness statements and all other documents are authentic.

All students at West Waiakea University are required to have a computer
commonly referred to as a “laptop.”

Class attendance records from West Waiakea University are notavailable.
James Myrick has retired to Aruba, and is unavailable to testify.

Neither Officer T McCabe, nor Sgt. Harrelson have any substantive information to
offer the case and therefore are not to be called.

All witnesses who were questioned by law enforcement were properly advised of
their Miranda rights. The search of the on campus apartment was conducted with a
properly signed and executed warrant, and therefore was proper and in accordance
with the law.

The required signature confirmation on the USPS shipping receipt is unrecognizable
and therefore is not offered as an exhibit.

No hats of any color or kind may be worn in court.

The charge of the Court is accurate in all respects, and no objections to the charge
will be entertained.

Exhibits 1, 2, 3, 4, 5, 6, 7, and 11 are kept in the ordinary course of business or as
part of the ordinary conduct of an organization or enterprise where it was part of the
ordinary business of that organization, business or enterprise, to compile the data or
information. The information was made for the purpose of recording the occurrence
of an event, act, condition, opinion, or diagnosis that takes place in the ordinary
course of the business or enterprise; entry in the record or the compiling of the data
was made at or near the time when the event took place; and the recording of the
event was made by someone who has personal knowledge of the records in
guestion. The custodian of record is not necessary to offer it, but anyone with
knowledge may do so.

All parties are responsible for knowing the technical terms of the information
technology industry located in the stipulations (“Terminology” section), in the statutes,
and in the jury instructions clarified for the purposes of this case.

All witnesses have been advised of and have waived their 5th Amendment right
against self-incrimination.

The use of a calendar to verify days of the week is acceptable, but may not be
offered as an exhibit.

-11 -
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Algorithms:

ASCII
Characters:

Biometrics:

Black Hat:

Brute Force
Attack:

Content Mgmt.
System (CMS):

CVV Number:

Fail Safe:

Forging:

Hacking:

Internet
Protocol (IP):

IP Address:

IP Address
Spoofing:

Media Access

TERMINOLOGY

A process or set of rules to be followed in calculations or other problem-
solving operations, especially by a computer.

Special keyboard characters involving use of a shift or control key to
create characters, such as @#$%*&).

Distinctive, measurable characteristics used to identify a person for
security purposes. May include, but is not limited to fingerprints, face
recognition, DNA, palm print, iris recognition, and retinarecognition.

A slang term for a hacker who violates computer security for little reason
beyond maliciousness or for personal gain.

A type of computer attack against encrypted data which systematically
exhausts all possible login passwords, for example programming a
computer to use all known words in the English language along with all
possible two digit number combinations with those words. These
searches are time consuming and if successful, allows access to the
computer system. This form of attack does not search forvulnerabilities
in the computer code controlling the machine.

A computer program designed to allow people to publish, edit, and
modify content on a website or a series of websites.

Card Verification Value is on the back of a credit card or debit card,
which is a three digit number on VISA®, MasterCard® and Discover®
cards.

A type of additional security provision in which after logging onto the
computer, one must complete an action or a series of actions to prevent
a lockout and reformat of the hard drive.

To produce a copy or imitation of a document, signature, banknote, or
work of art for the purpose of deception. (See also MAC Address Forging.)

The act of seeking out and exploiting weakness in a computer system or
network system.

The system of sending data packets over the internet, which has
been the standard from the late 1970’s to present for data
transmission. Also referred to as TCP/IP.

A unique string of numbers separated by periods that identifies each
computer using the Internet Protocol to communicate over a network.

The creation of Internet Protocol (IP) packets with a source IP address
for the purpose of concealing the identity of the sender or for
impersonating another computer system.

A unique identifier assigned to network interfaces for communications on

Control address the physical network segment. MAC addresses are used as a network

(MAC address):

address for most network technologies.

-12 -
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http://en.wikipedia.org/wiki/Unique_identifier
http://en.wikipedia.org/wiki/Network_interface_controller
http://en.wikipedia.org/wiki/Network_address
http://en.wikipedia.org/wiki/Network_address

MAC Address Masking and then substituting the MAC address of a computer while on

Forging: a physical network in order to impersonate another operator on the same
system.

Non-Disclosure Also called a confidentiality agreement, the NDA prevents a person

Agreement working for a business to reveal information about that business to

(NDA): outside persons under penalty of civil litigation and financial burden.

Ordering Tools A type of tool common to the retail industry with a handle resembling that

(scan gun): of a gun. The purpose of this device is to scan the barcode of anitem to
order more.

Point of Sale A computer or tablet system which serves as a general check out device

(POS) Devices: for making sales in a retail business; may also contain inventory and
employee information access.

Secure

Transaction A server that works with encrypted data.

Server:

Server: A computer running a type of software, which makes it capable of
accepting requests from other computers and giving responses
accordingly.

Spoofing: To trick, or fool a person or electronic device. (See alsoIP Address
Spoofing.)

Virtual Presence: A common term referencing the internet business presence of a
traditional physical store.

White Hat: A slang term for an ethical hacker, or someone who serves as a
computer security expert in the field of testing and vulnerability
strengthening.

WiFi: A local area wireless technology that allows an electronic device to
exchange data or connect to the internet.

WiFi Sniffer: A tool specifically designed to detect wireless networks and security
encryption or lack of same.

Wireless Router: A device that performs the functions of a traditional router, but also

includes the functions of a wireless access point; commonly used to
allow an electronic device to exchange data or connect to the internet.

IT IS SO ORDERED, this day of this round of the High School Mock Trial competition.

/s/ Prestding Judge
The Honorable Presiding Judge

-13-
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HAWAII CRIMINAL LAW STATUTES
[Revised for purposes of Mock Trial.]

Hawaii Revised Statutes. § 16-14-10. Definitions - Financial Transaction Card Crime

Act.

(2) "Cardholder" means the person or organization to whom or for whose benefit the

@)

(5)

(6)

()

)

financial transaction card is issued by an issuer.

"Einancial transaction card" means any instrument or device whether known as a
credit card, credit plate, bank services card, banking card, check guarantee card,
debit card, or by any other name, issued with or without fee by an issuer for the
use of the cardholder in obtaining money, goods, services, or anything else of
value on credit.

"Issuer" means the business organization or financial institution or its duly
authorized agent which issues a financial transaction card.

"Personal identification code" means a numeric or alphabetical code assigned to
the cardholder of a financial transaction card by the issuer to permit authorized
electronic use of that financial transaction card.

"Presenting" means those actions taken by a cardholder or any person to
introduce a financial transaction card into an automated banking device,
including utilization of a personal identification code, or merely displaying or
showing a financial transaction card to the issuer, or to any person or
organization providing money, goods, services, or anything else of value, or any
other entity with intent to defraud.

"Receives" or "receiving" means acquiring possession or control of a financial
transaction card or accepting a financial transaction card as security for aloan.

Hawaii Revised Statutes. § 16-14-60. Financial Transaction Card Fraud.
A person is guilty of Financial Transaction Card Fraud when, with intent to defraud the
issuer, a person or organization providing money, goods, services, or anything else of value,
or any other person, he:

1)

)

Uses a financial transaction card obtained or retained, or which was received
with knowledge that it was obtained or retained, in violation of Section § 16-14-
20, and

Obtains money, goods, services, or anything else of value by:
(a) Representing without the consent of the specified cardholder that he has
permission to use it; or
(b) Presenting the financial transaction card without the authorization or
permission of the cardholder; or
(c) Representing that he is the holder of a card and the card has not in fact
been issued.

-14 -
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A person who violates the provisions of this subsection is guilty of a misdemeanor and, upon
conviction, must be fined not more than $1,000 or imprisoned not more than one year, or
both, if the value of all money, goods, services, and other things of value furnished in
violation of this section does not exceed $500 in any six-month period. If the value exceeds
$500 in a six-month period, a person is guilty of a felony and, upon conviction, must be fined
not less than $3,000 or more than $10,000, or imprisoned not more than ten years, or both.

Hawaii Revised Statutes. § 16-14-20. Financial Transaction Card or Number Theft.
A person is guilty of Financial Transaction Card or Number Theft when he:

(1) Takes, obtains, or withholds a financial transaction card or number from the
person, possession, custody, or control of another without the cardholder's
consent and with the intent to use it; or who, with knowledge that it has been so
taken, obtained, or withheld, receives the financial transaction card or number
with intent to use it, sell it, or transfer it to a person other than the issuer or the
cardholder; or

(2) Receives a financial transaction card or number that he knows to have been lost,
mislaid, or delivered under a mistake as to the identity or address of the
cardholder, and who retains possession with intent to use it, sell it, or transfer it
to a person other than the issuer or the cardholder; or

(3) Is not the issuer, and sells a financial transaction card or number or buys a
financial transaction card or number from a person other than the issuer.

A person who commits Financial Transaction Card or Number Theft must be punished as
follows:

(1) If the number of financial transaction cards and numbers is less than five, the
person is guilty of a misdemeanor and must be imprisoned not more than 30
days, or fined more than $1,000 or both.

(2) If the number of financial transaction cards and numbers is 5 - 100, the person is
guilty of a felony and must be imprisoned not more than 3 years, or fined more
than $5,000, or both.

(3) If the number of financial transaction cards and numbers in excess of 100, the
person is guilty of a felony and must be imprisoned not more than 5 years, or
fined more than $10,000 or both.

Hawaii Revised Statutes. § 16-16-20. Computer Crime Offenses; Penalties.
(1) Itis unlawful for a person to willfully, knowingly, maliciously, and without
authorization or for an unauthorized purpose to:

(a) Directly or indirectly access or cause to be accessed a computer,
computer system, or computer network for the purpose of:

(i) Devising or executing a scheme or artifice to defraud;

(i) Obtaining money, property, or services by means of false or
fraudulent pretenses, representations, promises; or

(i) Committing any other crime.

(b) Alter, damage, destroy, or modify a computer, computer system,
computer network, computer software, computer program, or data
contained in that computer, computer system, computer program, or
computer network or introduce a computer contaminant into that
computer, computer system, computer program, or computer network.
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(2) A person is guilty of computer crime in the first degree if the amount of gain
directly or indirectly derived from the offense exceeds $10,000. Computer crime
in the first degree is a felony and, upon conviction, a person must be fined not
more than $50,000 or imprisoned not more than five years, or both. A person is
guilty of computer crime in the second degree if the amount of gain directly or
indirectly derived from the offense is not more than $10,000 Computer crime in
the second degree is a felony and, upon conviction, a person must be fined not
more than $10,000 or imprisoned not more than three years, or both.
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STATE OF HAWAII,

Prosecution,

SEVENTH JUDICIAL CIRCUIT

COURT OF GENERAL SESSIONS

VS. 2015-GS-47-0926
2015-GS-47-0927
ELE WOODS, 2015-GS-47-0928

Defendant.

|./\/\_/\_/vvvv\_/\_/vvvv

Jury Instructions

(Note: Jury instructions are NOT to be read to the jury on the day of the Mock Trial
competition.)

The Court hereby approves the following jury instructions in the above-captioned case. It notes
that the presentation of evidence at trial may warrant additional instructions, and it will consider
those instructions at a later date.

(A)

Opening Instruction:

You have been selected and sworn as the jury to try this case of the State of Hawaii
against Ele Woods. The Defendant is charged with the following offenses: Financial
Transaction Card Fraud in violation of Hawaii Revised Statutes § 16- 14-60, Financial
Transaction Card or Number Theft in violation of Hawaii Revised Statutes § 16-14-20,
and Computer Crime, in violation of the Hawaii Revised Statutes § 16-16-20. The
Indictments in this case are the formal method of accusing the Defendant of the crimes.
The Indictments are not evidence and you should not allow yourselves to be influenced
against the Defendant by reason of the filing of the Indictments. The Defendant has pled
not guilty. A plea of not guilty puts at issue each element of the crime with which the
Defendant is charged. A plea of not guilty requires the State to prove each element of
the crime beyond a reasonable doubt. The Defendant is presumed innocent of the crime
and this presumption continues unless and until, after consideration of all the evidence,
you are convinced of the Defendant’s guilt beyond a reasonable doubt. The Defendant
must be found not guilty unless the State produces evidence which convinces you
beyond a reasonable doubt of the existence of each element of the crimes. It is your
responsibility as jurors to determine the facts from the evidence, to follow the law as
stated in the instructions from the presiding judge, and to reach a verdict of not guilty or
guilty based upon the evidence.

We will now have opening statements of the counsel. Statements and arguments of
counsel are not evidence. The purpose of opening statements and closing arguments is
to assist you, the jury, in making a decision in this case; however, that decision must be
based upon the evidence in this case, which consists of the testimony delivered under
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oath in this trial, any documents or other items introduced into evidence during this trial,
and the stipulations of the parties.

(B) Closing Instructions:

(1) Introduction:

Now that all the evidence has been presented, it is my duty under the law to give you the
instructions that apply in this case. The instructions contain all rules of the law that are to
be applied by you, and all the rules by which you are to weigh the evidence and
determine the facts at issue in deciding this case and reaching a verdict. You must
consider the instructions as a whole. All the testimony and evidence that is proper for
you to consider has been introduced in this case. You should not consider any matter of
fact or of law except that which has been given to you during the trial of this case.

It is your responsibility as jurors to determine the facts from the evidence, to follow the
rules of law as stated in these instructions, and to reach a fair and impartial verdict of
guilty or not guilty based upon the evidence, as you have sworn you would do. You must
not use any method of chance in arriving at a verdict, but must base your verdict on the
judgment of each juror.

(2) Elements of the Charges:
In this matter, the Defendant has been charged with three crimes:

(a) Financial Transaction Card Fraud, under Hawaii Revised Statutes. § 16-14-60;

(b) Financial Transaction Card or Number Theft, under Hawaii Revised Statutes. § 16-
14-20;and

(c) Violation of the Computer Crime Act, under Hawaii Revised Statutes. § 16-16-20.

To these charges, the Defendant has entered a plea of not guilty. Each charge should
be considered separately.

I will now define the elements for each charge:

Financial Transaction Card Fraud — Hawaii Revised Statutes. § 16-14-60:

Under Hawaii Revised Statutes § 16-14-60, and relevant to the Indictment and
allegations in this case, a person is guilty of Financial Transaction Card Fraud when he
or she, with the intent to defraud the issuer, a person or organization providing money,
goods, services, or anything else of value, or any other person, he or she uses a
financial transaction card obtained or retained, or which was received with knowledge
that it was obtained or retained, in violation of Section § 16-14-20, and obtains money,
goods, services, or anything else of value by representing, without the consent of the
specified cardholder that he or she has permission to use it; or by presenting the
financial transaction card without the authorization or permission of the cardholder; or
by representing that he or she is the holder of a card and the card has not in fact been
issued.

In this case, the State has alleged that the fraud involves using one or more financial
transaction cards without authorization to obtain merchandise from Lilikoi's. Therefore,
in order to prove Mr./Ms. Woods guilty of Financial Transaction Card Fraud, the State
must prove the following:
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(1) The Defendant used one or more financial transaction cards obtained in violation of
Section § 16-14-20 by either:
(a) Representing, without the consent of the specified cardholder that he or she has
permission to use it; or by
(b) Presenting the financial transaction card without the authorization or permission
of the cardholder; and that
(2) The use of such card or cards was with the intent to defraud another of money,
goods, services, or anything else of value; and that
(3) Money, goods, services, or anything else of value was obtained.

If you find Mr./Ms. Woods guilty of Financial Transaction Card Fraud, you will be asked
on the verdict form to determine the amount of “money, goods, services, or anything else
of value” which the Defendant obtained in violation of this statute.

Financial Transaction Card or Number Theft — Hawaii Revised Statutes. § 16-14-20:
Under Hawaii Revised Statutes § 16-14-20, and relevant to the Indictment and
allegations in this case, a person is guilty of Financial Transaction Card or Number Theft
when he or she:

Takes, obtains, or withholds a financial transaction card, or a financial transaction card
number, from the person, possession, custody, or control of another, without the
cardholder's consent, and with the intent to use it; or who, with knowledge that it has
been so taken, obtained, or withheld, receives the financial transaction card or number
with intent to use it, sell it, or transfer it to a person other than the issuer or the
cardholder.

In this case, the State has alleged that the theft involved financial transaction card
numbers obtained from the secure financial servers of Lilikoi's. Therefore, in order to
prove Mr./Ms. Woods guilty of Financial Transaction Card or Number Theft, the State
must prove the following:

(1) The Defendant took or obtained one or more financial transaction card numbers,
from the possession, custody, or control of another; and that

(2) The number or numbers were taken or obtained without the consent of the
cardholder(s) to which it or they belonged; and that

(3) The Defendant took or obtained the card number or numbers with the intent to use
the card number or numbers.

If you find Mr./Ms. Woods guilty of Financial Transaction Card or Number Theft, you will
be asked on the verdict form to determine the number of financial transaction card
numbers which the Defendant took or obtained in violation of this statute.

Definitions for Financial Transaction Card Fraud and Financial Transaction Card or
Number Theft:

For purposes of deciding whether the State has proven the elements of Financial
Transaction Card Fraud and Financial Transaction Card or Number Thetft, the following
definitions, are provided by our Statutes:
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"Cardholder" means the person or organization to whom or for whose benefit the
financial transaction card is issued by an issuer.

"Einancial transaction card" means any instrument or device whether known as a credit
card, credit plate, bank services card, banking card, check guarantee card, debit card, or
by any other name, issued with or without fee by an issuer for the use of the cardholder
in obtaining money, goods, services, or anything else of value on credit.

"Issuer" means the business organization or financial institution or its duly authorized
agent which issues a financial transaction card.

"Presenting” means those actions taken by a cardholder or any person to introduce a
financial transaction card into an automated banking device, including utilization of a
personal identification code, or merely displaying or showing a financial transaction card
to the issuer, or to any person or organization providing money, goods, services, or
anything else of value, or any other entity with intent to defraud.

"Receives" or "receiving" means acquiring possession or control of a financial
transaction card or accepting a financial tra